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Lethal Dose Conjecture: From Few-shot Learning to
Potentially Near Optimal Defenses against Data Poisoning

=) ABSTRACT

Data poisoning considers an adversary that distorts the training set of machine learning algorithms for
malicious purposes. In this talk, | will first introduce aggregation-based certified defenses against
general data poisoning. Then | will present a conjecture targeting the fundamentals of robustness
against data poisoning, namely Lethal Dose Conjecture. This conjecture relates the optimal robustness
against data poisoning to few-shot learning with clean distributions. | will provide theoretical results
verifying the conjecture in multiple cases. | will also show why the conjecture is important: If the
conjecture is true for a given task, aggregation-based defenses will be (asymptotically) optimal—if we
have the most data-efficient learner, we can turn it into one of the most robust defenses against data
poisoning, essentially reducing data poisoning defenses to few-shot learning.
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